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1 Meaning of symbols

There are several symbols in the document:

Symbol Description
w Not available for SPC42xx, SPC43xx.

Only available for SPC controller with IP interface
(SPC43xx/SPC53xx/SPC63xx).

Not available for installation type Domestic.
Only available in unrestricted mode.

Find further information about Security Grade, Region or Mode in text.

See Appendix for further information.

@@@@H
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2 Security

This chapter covers:

2.1 Target group
2.2 General safety instructions

2.3 Meaning of written warning notices and hazard symbols

2.1 Target group

The instructions in this documentation are directed at the following target group:

Target Qualification Activity Con.dltlon of the
readers equipment
Installation Technical training for building or Assembles and installs the Individual
personnel electrical installations. hardware components on components that
site. need to be
assembled and
installed.
Operational Has appropriate technical training with ~ Puts the device or system New, readily
startup regard to the tasks and the products, which is readily assembled assembled and
personnel devices or systems to be putin service. and installed on site into installed device or
service. modified device.

2.2 General safety instructions

WARNING: Before starting to install and work with this device, read the Safety Instructions. This
device shall only be connected to power supplies compliant to EN60950-1, chapter 2.5 ("limited
power source").

.

2.2.1 General information

« Keep this document for later reference.
« Always pass this document on together with the product.

« Also take into account any additional country-specific, local safety standards or regulations
concerning project planning, operation and disposal of the product.

Liability claim
« Do not connect the device to the 230V supply network if it is damaged or any parts are missing.

« Do not make any changes or modifications to the device unless they are expressly mentioned in
this manual and have been approved by the manufacturer.

« Use only spare parts and accessories that have been approved by the manufacturer.

© Vanderbilt 2022 11 ABV10276959-g
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2.2.2 Transport

Unit damage during transport

« Keep the packaging material for future transportation.

« Do not expose the device to mechanical vibrations or shocks.

2.2.3 Setup

Radio interference with other devices in the environment/EMS

« When handling modules that are susceptible to electrostatic discharge, observe the ESD
guidelines.

Damage due to unsuitable mounting location

« The environmental conditions recommended by the manufacturer must be observed.
See Technical Data on page 32.

» Do not operate the device close to sources of powerful electromagnetic radiation.
Danger of electrical shock due to incorrect connection

« Connect the device only to power sources with the specified voltage. Voltage supply requirements
can be found on the rating label of the device.

« Ensure that the device is permanently connected to the electricity supply; a readily accessible
disconnect device must be provided.

« Ensure that the circuit that the device is connected to is protected with a 16A (max.) fuse. Do not
connect any devices from other systems to this fuse.

« This device is designed to work with TN power systems. Do not connect the device to any other
power systems.

« Electrical grounding must meet the customary local safety standards and regulations.

» Primary supply cables and secondary cables should be routed such that they do not run in parallel
or cross over or touch one anther inside the housing.

« Telephone cables should be fed into the unit separately from other cables.
Risk of cable damage due to stress

« Ensure that all outgoing cables and wires are sufficiently strain-relieved.

2.2.4 Operation

Dangerous situation due to false alarm

« Make sure to notify all relevant parties and authorities providing assistance before testing the
system.

« Toavoid panic, always inform all those present before testing any alarm devices.

2.2.5 Service and maintenance

Danger of electrical shock during maintenance
« Maintenance work must only be carried out by trained specialists.

« Always disconnect the power cable and other cables from the main power supply before
performing maintenance.

Danger of electrical shock while cleaning the device

« Do not use liquid cleaners or sprays that contain alcohol, spirit or ammonia.

© Vanderbilt 2022 12 ABV10276959-g
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2.3 Meaning of written warning notices and hazard symbols

2.3.1 Warning notices

Signal Word Type of Risk

DANGER Danger of death or severe bodily harm.
WARNING Possible danger of death or severe bodily harm.
CAUTION Danger of minor bodily injury or property damage
IMPORTANT Danger of malfunctions

2.3.2 Hazard symbols

WARNING: Warning of hazard area

A WARNING: Warning of dangerous electrical voltage

© Vanderbilt 2022 13 ABV10276959-g
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3 Directives and standards

This chapter covers:

BAEUirectives ... 14
3.2 Overview of Conformity to EN50131 Standard ......... ... ... 14
3.3 Compliance with EN 50136-1:2012 and EN 50136-2:2014 ...................................... 22
3.4 Compliance with INCERT Approvals ... .. .. 22
3.5 PD 6662:2010 Conformance Guidelines ................................................................... 24
3.6 Compliance with VAS approvals ... 29
3.7 Compliance with NF and A2P approvals including CYBER requirements ......... ... ... . 30

3.1 EU directives

This product complies with the requirements of the European Directives 2004/108/EC “Directive of
Electromagnetic Compatibility”, 2006/95/EC “Low Voltage Directive”, and1999/5/EC on Radio and
Telecommunications Terminal Equipment (R&TTE). The EU declaration of conformity is available to the
responsible agencies at http://pcd.vanderbiltindustries.com/doc/SPC

European Directive 2004/108/EC “Electromagnetic Compatibility”

Compliance with the European Directive 2004/108/EC has been proven by testing according to the
following standards:

emc emission EN 55022 Class B

emc immunity EN 50130-4

European Directive 2006/95/EC “Low-Voltage Directive”

Compliance with the European Directive 2006/95/EC has been proven by testing according to the
following standard:

Safety EN 60950-1

3.2 Overview of Conformity to EN50131 Standard

This section gives an overview of the SPC compliance to the EN50131 standard.

Address of Certifying Body

VdS (VdS A/C/EN/SES Approval)
AG Koln HRB 28788

Sitz der Gesellschaft:
Amsterdamer Str. 174, 50735 KoIn
Geschaftsflhrer:

Robert Reinermann
JoérgWilms-Vahrenhorst (Stv.)

© Vanderbilt 2022 14 ABV10276959-g
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SPC products listed have been tested according to EN50131-3:2009 and all relevant RTC

specifications.

Product Type

Standard

SPC6350.320
SPC6330.320
SPC5350.320
SPC5330.320
SPCP355.300
SPCP333.300
SPCE652.100
SPCK420.100
SPCK421.100
SPCE452.100
SPCE110.100
SPCE120.100
SPCA210.100
SPCK620.100
SPCK623.100
SPCN110.000
SPCN320.000

SPC5320.320
SPC4320.320
SPCP332.300
SPCW110.000
SPCW112.000
SPCW114.000
SPCW130.100

EN50131 Grade 3

EN50131 Grade 2

Specific information in relation to EN50131 requirements can be found in the following sections in this

document.

Note: Compliance with Section 4.2.2 of EN 50131-5-3

Upon entering Engineer Walktest, the signals between the transmitter and the detectors are attenuated
by 8dB. This provides immunity to attenuation as required by EN 50131-5-3.

EN50131 Requirement (and relevant section)

Relevant Vanderbilt documentation

Operating temperature and humidity range

Technical data:
o SPC4000 on page 32
o SPC5000 on page 35
« SPC6000 on page 38

© Vanderbilt 2022
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EN50131 Requirement (and relevant section)

Relevant Vanderbilt documentation

Weights and dimensions

Fixing details

Installation, commissioning and maintenance instructions,
including terminal identifications

Type of interconnections (see 8.8)

Details of methods of setting and unsetting possible (see
11.7.1to 11.7.3 and Tables 23 to 26)

Serviceable parts

Power supply requirement if no integrated PS

Where PS is integrated, the information required by EN
50131-6:2008, Clause 6

Maximum number of each type of ACE and expansion device.

Current consumption of the CIE and each type of ACE and
expansion device, with and without an alarm condition.

Technical data:
« SPC4000 on page 32
« SPC5000 on page 35
« SPC6000 on page 38

Mounting system equipment on page 44

Mounting system equipment on page 44

Controller hardware on page 69

Technical data:
« SPC4000 on page 32
« SPC5000 on page 35
« SPC6000 on page 38
Wiring the X-BUS interface on page 76

User programming via the keypad:
« Setting/Unsetting on page 276

« Configuring a Keyswitch Expander on
page 243

« Configuring wireless fob devices on
page 111

« Triggers on page 288

Technical data:
« SPC4000 on page 32
« SPC5000 on page 35
« SPC6000 on page 38
See installation instructions for SPCP33x and
SPCP43x Expander PSUs.
Technical data:
« SPC4000 on page 32
« SPC5000 on page 35
« SPC6000 on page 38

Wiring the X-BUS interface on page 76
Technical data:

« SPC4000 on page 32

« SPC5000 on page 35

« SPC6000 on page 38

See relevant installation instructions.
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EN50131 Requirement (and relevant section) Relevant Vanderbilt documentation

Maximum current rating of each electrical output Technical data:
o SPC4000 on page 32
o SPC5000on page 35
o SPC6000 on page 38

Programmable functions provided Engineer programming via the keypad on
page 114

Engineer programming via the browser on
page 175

How indications are made inaccessible to level 1 users when  Keypad user interface on page 94
level 2, 3 or 4 user is no longer accessing the information (see

8.5.1) LCD Keypad Settings on page 128

Comfort Keypad Settings on page 129

Configuring an Indicator Expander on page 241

Masking/reduction of range signals/messages processed as System Options on page 252

“fault” or “masking” events (see 8.4.1, 8.5.1 and Table 11) Wiring the zone inputs on page 86

SIA Codes on page 372

PIR masking is always reported as a zone
masked event (SIA - ZM). Additionally, anti-
mask can cause an alarm, tamper, trouble or no
additional action depending on configuration

Current defaults of PIR addition effect:

Ireland
Unset - None
Set - Alarm

UK, Europe, Sweden, Swiss, Belgium
Unset - Tamper
Set - Alarm

Prioritization of signal and message processing and Using the LCD keypad interface on page 96

indications (see 8.4.1.2, 8.5.3) Using the Comfort keypad interface - see About

the Comfort keypad on page 100

Minimum number of variations of PIN codes, logical keys, User PIN combinations on page 380
biometric keys and/or mechanical keys for each user (see 8.3)

Method of time-limiting internal WD for level 3 access without ~ Not supported - Engineer cannot access
level 2 authorization (see 8.3.1) system without permission.

Number and details of disallowed PIN codes (see 8.3.2.2.1) Automatic inhibits on page 380

Details of any biometric authorization methods used (see Not applicable
8.3.2.2.3)

Method used to determine the number of combinations of PIN  User PIN combinations on page 380
codes, logical keys, biometric keys and/or mechanical keys
(see 11.6)

© Vanderbilt 2022 17 ABV10276959-g
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EN50131 Requirement (and relevant section)

Relevant Vanderbilt documentation

Number of invalid code entries before user interface is
disabled (see 8.3.2.4)

Details of means for temporary authorization for user access
(see 8.3.2)

If automatic setting at pre-determined times provided, details
of pre-setting indication and any automatic over-ride of
prevention of set (see 8.3.3, 8.3.3.1)

Details of conditions provided for the set state (see 8.3.3.4)

Notification of output signals or messages provided (see 8.6)

Other output configurations to interface with IKHAS
components (see 8.2)

Criteria for automatic removal of “soak test” attribute (see
8.3.9)

Number of events resulting in automatic inhibit

If ACE is Type A or Type B (see 8.7) and whether portable or
moveable (see 11.14)

Component data for non-volatile memory components (see
Table 30, step 6)

Life of memory support battery (see 8.10.1)

Optional functions provided (see 4.1)

Additional functions provided (see 4.2, 8.1.8)

Access levels required to access such additional functions
provided

Access PINs on page 381

User Menus — Grant Access

Setting/Unsetting on page 276

Setting/Unsetting on page 276

LCD Keypad Settings on page 128
Comfort Keypad Settings on page 129
Editing an output on page 231

Zone types on page 383

Editing an output on page 231
Setting/Unsetting on page 276
User rights on page 202

Editing an output on page 231
Zone types on page 383
Teston page 165

Keypad user interface on page 94

Timers on page 261

Automatic inhibits on page 380

All devices are hardwired and powered by
system PSUs. See the relevant technical data
on PSUs (separate documents).

See user documentation for SPCK420/421 and
SPCK620/623 keypads.

N/A. Stored in non-volatile memory.

Engineer programming via the keypad on
page 114

Engineer programming via the browser on
page 175

Unrestricted Grade on page 268
Options on page 252
Edit on page 137

User configuration (browser) - see
Adding/Editing a User on page 199
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EN50131 Requirement (and relevant section)

Relevant Vanderbilt documentation

Details of any programmable facility that would render an
I&HAS non-compliant with EN 50131-1:2006, 8.3.13 or
compliant at a lower security grade, with instruction on
consequent removal of compliance labeling (see 4.2 and
8.3.10).

Unrestricted Grade on page 268
Options on page 252

Compliance with EN50131 Approvals on the
facing page

SPC products listed have been tested according to EN50131-6, and all relevant RTC specifications.

Product Type

Standard

SPC6350.320
SPC6330.320
SPC5350.320
SPC5330.320
SPCP355.300
SPCP333.300
SPCP355.300
SPCE652.100
SPCK420.100
SPCK421.100
SPCE452.100
SPCE110.100
SPCE120.100
SPCA210.100
SPCK620.100
SPCK623.100
SPCN110.000
SPCN310.000

SPC5320.320
SPC4320.320
SPCP332.300

EN50131-6

EN50131-6

© Vanderbilt 2022
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Directives and standards

3.2.1 Compliance with EN50131 Approvals

Software Requirements

System Options System Timers Identification Standards Clock Language
Continent
North South
@ Europe Asia At P QOceania

Installation Type:
Domestic
® Commercial

Financial

Region Compliance:

United Kingdom
® lreland

Europe General (EN)
Italy
(*} Sweden
(*) Switzerland
(*) Belgium
(*) Spain
(*) Germany
(*) France
Narway
Denmark
Paoland
Netherands
Finland
Portugal

Czech Republic

Grade
0 EN50131 Grade 2
EN50131 Grade 3

Unrestricted

(*) Selecting this regional standard will implement local or national requirements

which supersede EN50131 requirements

| Save |

« Inthe Standards settings page, select Europe under Region to implement EN50131

requirements.

« Select Grade 2 or Grade 3 to implement the grade of EN50131 compliance.

« The Wireless setting Prevent Setting Time must be set to a value greater than 0 and less

than 20.

« The Wireless setting Device Lost Time must be set to a value less than 120.

« The X-BUS Settings, Retries, must be set to a value of 10.

« The X-BUS Settings, Comms timer, must be set to a value of 5.

« Select Synchronization Time with Mains under Clock settings to use mains as clock

master.
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Hardware System Inputs Outputs Doors

System Options

System Timers Identification Standards

Calendars Change own PIN

Language

Advanced

Current Time and Date

Hour Minute Second

Day Month Year
Date: [7 ~]/[Jul V|7 [2014 v|

Automatic Daylight Saving Time: [/

Synchronize Time with Mains: [

« DO NOT select the attribute Setting State in the Keypad configuration settings for Visual

Calendars Advanced

Change own PIN

indications.
Hardware System Inputs Outputs
Controfler Wireless
Keypads
Keypad Configuration
Keypad ID 1
SN 550907
Description KEY 1

Function Keys (in idle state)

Panic Disabled ™
Verification
Verification

Audible Indications
Buzzer

Partset buzzer

Visual Indications

Backioht
Indicators

Setting State

z 00« Iy
:
<

Enter keypad description.

Panic alarm by pressing the two Soft keys together.

Verification will be triggered on keypad for duress or alert activated from keypad

Select keypad LCD backlight option.
Enable visible indicators (LED's)

Check if setting state should be indicated in idle mode (LED).

Enable keypad buzzer

Enabling will sound exit fimer during Partset

Keypress Check if keypress should be audible.
Deactivation
Calendar Check if keypad should be limited by calendar.
Mapping gate Check if keypad should be limited by a mapping gate.
Keyswitch Check if keypad should be limited by a keyswitch_
PACE Entry O Disable keys during entry time.
Areas
Location 1: Marketing ~ Select secured area where the keypad is located
Areas Select which areas can be controlled through keypad
[ 1: Marketing W] 3: Finance 5: Meeting Room
[ 2: Reception ] 4: Cafeteria
Options
Delay Fullset O Will use exit timer across all area

Hardware Requirements

« The back tamper kit (SPCY 130) must be installed for panels and power supplies for compliance

with EN50131 Grade 3.
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« EN50131 Grade 3 compliant components must be installed for EN50131 Grade 3 compliant
systems.

« Either EN50131 Grade 2 or 3 compliant components must be installed for EN50131 Grade 2
compliant systems.

« It may not be possible to enrol a wireless device with a signal strength than 3 (SiWay RF
Module SPCW11x only).

« The recommended ratio of wireless receivers to transmitters is no more than 20 transmitters
for every one receiver (SiWay RF Module SPCW11x only). For the SPCW120 Wireless
Transceiver, there is a maximum of 16 synchronous devices. See

« Glassbreak must be used with an EN-compliant glassbreak interface.

« To comply with EN50131-3:2009, do not set or unset the system using the SPCE120 (Indicator
Expander) or the SPCE110 (Keyswitch Expander).

e The SPCN110 PSTN module and SPCN320 GSM/GPRS module are tested with EN50131
l approved Grade 2 and Grade 3 panels and can be used with these approved panels.

3.3 Compliance with EN 50136-1:2012 and EN 50136-2:2014
SPC products listed have been tested according to EN 50136-1:2012 and EN 50136-2:2014.

3.4 Compliance with INCERT Approvals

Software Requirements

Selecting Belgium (*) under Region implements local or national requirements which supercede
EN50131 requirements.
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System Options System Timers Identification Standards Clock Language
Continent
Narth South
& Europe Asia Americs R Oceania
Installation Type: Grade
Domestic . ENE0131 Grade 2
® Commercial EN50131 Grade 3
Financial Unrestricted

Region Compliance:

United Kingdom
® lreland

Europe General (EN)
Italy
(*} Sweden
(*) Switzerland
(*) Belgium
(*) Spain
(*) Germany
(*} France
Norway
Denmark
Poland
Netherlands
Finland
Portugal
Czech Republic

(*) Selecting this regional standard will implement |ocal or national requirements
which supersede EN50131 requirements

| Save

Selecting Grade 2 or Grade 3 selects EN50131 compliance plus any additional INCERT requirements:

« Only an engineer can restore a tamper. For INCERT, this applies across all grades.
This is normally only a requirement for Grade 11l En50131.

« Atamper on an Inhibited/Isolated zone must be sent to an ARC and displayed to the user.
For INCERT, tampers are processed for isolated zones. On all other standard variations, tampers
are ignored on isolated zones.

« User PIN codes must be defined with more than 4 digits.
Hardware Requirements

« The minimum battery capacity for SPC42xx/43xx/52xx/53xx/63xx is 10Ah/12V. If a 10Ah battery
is used, then the battery is biased to the left of the housing and the bottom flap is bent to meet the
battery.

« Fitjumper (J12) on the battery selector for 17/10Ah battery use and remove for 7Ah battery.
« The amount of current from Aux output using a 10Ah battery for SPC42xx/SPC52xx is:

COMMS
NONE (mA) PSTN (mA) GSM (mA) PSTN+GSM (mA)
Standby time
12h 568 543 438 413
24h 214 189 84 59
30h 143 118 13 N/A
60h 2 N/A N/A N/A

o The amount of current from Aux output using a 10Ah battery for SPC43xx/SPC53xx/ SPC63xx is:
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Directives and standards

COMMS

Standby time

NONE (mA) PSTN (mA) GSM (mA)

PSTN+GSM (mA)

12h
24 h
30h
60 h

538
184
113
N/A

513 408
159 54

88 N/A
N/A N/A

383
29

N/A
N/A

3.5 PD 6662:2010 Conformance Guidelines

This document contains all the criteria for the installation, and commissioning and maintenance of the
SPC System to enable it to conform to the PD 6662:2010 Standard.

3.5.1 Product scope

The scope of this document is aimed at the following components of the SPC system:

SPC4320.320-L1 Grade 2 Controller
SPC5320.320-L1 Grade 2 Controller
SPC5330.320-L1 Grade 3 Controller
SPC5350.320-L1 Grade 3 Controller
SPC6330.320-L1 Grade 3 Controller
SPC6350.320-L1 Grade 3 Controller
SPCK420/421.100 LCD Keypad

SPCE452.100 Expander, 8 Relay Outputs

SPCEG652.100 Expander, 8 Inputs/2 Outputs
SPCP332.300 Smart PSU with I/O Expander
SPCP355.300 Smart PSU with 8 Inputs/2 Outputs Expander
SPCP333.300 Smart PSU with I/O Expander

SPCN110.000 PSTN Module
SPCN320.000 GSM Module

3.5.2 Standards overview

Guidelines are provided for the implementation of PD 6662:2010 conformance for an SPC system to

the following relevant standards:

PD 6662:2010

BS 4737-3.1:1977

BS 8243:2010

BS 8473:2006+A1:2008

BS EN 50131-1:2006+A1:2009
BS EN 50136-1-1:1998+A2:2008
BS EN 50136-1-2:1998

BS EN 50136-1-3:1998

BS EN 50136-1-5:2008

BS EN 50136-2-1:1998 +A1:1998

BS EN 50136-2-2:1998
BS EN 50136-2-3:1998
BS EN 50131-3:2009

BS EN 50131-6:2008

DD 263:2010

DD CLC/TS 50131-7:2008
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3.5.3 Methods for the completion of setting and unsetting
3.5.3.1 Methods of completion of setting (BS 8243:2010 - Clause 6.3)
Completion/Termination of the full setting procedure is achieved by any of the following methods:

a) Shunt lock fitted to the final exit door

A shunt lock must be installed by the installer as follows:

Lock - NC, open when locked

Tamper

4K7 4K7

Zone — EXIT TERMINATOR zone type

An EXIT TERMINATOR zone type must be configured for SPC.

See Zone types on page 383.

b) Push button switch mounted outside the supervised premises
Connect the push button into an SPC zone input as follows:

An EXIT TERMINATOR zone type must be configured for SPC.

See Zone types on page 383.

c) Protective switch (that is, door contact) fitted to the final exit door of the alarmed premises
or area

Connect the switch to the SPC System as follows:

The contact is fitted to the final exit door and is connected to an ENTRY/EXIT zone with a ‘Final Exit’
attribute.

See Zone types on page 383 and Zone attributes on page 388.

A misoperation signal is possible using the alarm abort feature. This is enabled by default.
See Options on page 115 (Keypad) and Options on page 252 (Browser).

d) Digital key

Not supported by SPC.

e) In conjunction with an ARC

This method of setting is supported by using SPC COM XT or other third party ARC software using EDP
commands.
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3.5.3.2 Methods of completion of unsetting (BS 8243:2010 - Clause 6.4)
Unsetting methods are complied with as follows:

6.4.1 For all the unsetting methods in the SPC system there is an audible indication to the user that
the system has been unset successfully. This is in the form of a beep sequence from the CIE.

6.4.2 Prevention of entry to the supervised premises before the intruder alarm system (IAS)
is unset:

a) Unlocking the initial entry door causes the IAS to be unset;

Compliance by SPC if KEYARM zone type is used with the UNSET attribute only. This zone type
must not be used for setting.

b) Unsetting the IAS by the user before entering the supervised premises causes or permits the initial
entry door to be unlocked.

Compliance by SPC by unsetting using an access card reader on an entry reader with the UNSET
option, or an input from a third party access system to a KEYARM zone with an UNSET attribute.

6.4.3 Prevention of entry to the supervised premises before all means of intruder alarm
confirmation have been disabled:

a) Unlocking the initial entry door causes all means of confirmation to be disabled
Operation not permitted by SPC.

b) Disabling all means of confirmation by the user before entering the supervised premises causes or
permits the initial entry door to be unlocked

Operation not permitted by SPC.

6.4.4 Opening the initial entry door disables all means of intruder alarm confirmation
Operation not permitted by SPC.

6.4.5 Completion of unsetting using a digital key

a) Operation of a digital key before entering the supervised premises (for example, via radio)

SPC satisfies this clause when the installer installs a PACE reader (for example, SPCK421) outside
the premises.

b) Operation of a digital key after entering the supervised premises from a location as near as
practicable to the initial entry door.

This functionality is provided by use of a PACE reader (for example, SPCK421) near the entry door of
a premises.

See Zone types on page 383 and Zone attributes on page 388.

: WARNING: Your attention is drawn to the fact that by allowing this method of unsetting, if an
x intruder succeeds in forcing the initial entry door, the police will not be called, regardless of the
intruder’s further progress through the premises.

This method of unsetting the intruder alarm system might be unacceptable to your insurers.

6.4.6 Unsetting in conjunction with an alarm receiving centre (ARC)

Compliance by SPC using third party ARC software. Indication external to the building must be
provided by means of a timed buzzer/strobe, etc., that will operate on a system unset for a timed
period, for example, 30 seconds.

See Timers on page 119.
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3.5.4 Configuration requirements for PD 6662:2010 conformance

Recommendations for the recording of remotely notified alarm conditions (BS 8243:2010 -
Annex G.1 and G.2)

Alarm conditions can be categorised for analysis in accordance with Annex G if the SPC system is
configured so that the entry timer is less than 30 seconds, and the dialer delay is set to 30 seconds.

See the following sections:
« Areason page 123
« Adding/Editing an area on page 270
o Timerson page 119
Requirements for systems using dedicated alarm paths (BS EN 50136-1-2, 1998)
The SPC system should be configured to do an automated test call to the ARC.
The SPC system should be configured with a 'Fail to Communicate’ output.
See the following section:
o Adding/Editing an ARC using SIA or CID on page 328

Requirements for equipment used in systems with digital communicators using PSTN (BS EN
50136-2-2, 1998)

Fault Output
The SPC system should be configured with a 'Fail to Communicate’ output.
See the following sections:
o Outputs on page 155 (Keypad)
« Configuring controller inputs and outputs on page 228 (Browser)
« Adding/Editing an ARC using SIA or CID on page 328
Retransmission Attempts
Retransmission attempts (Dial Attempts) are configured in this manual:
« Adding/Editing an ARC using SIA or CID on page 328
« Editing EDP settings on page 338
A minimum of 1 and a maximum of 12 retransmissions are allowed.
Intrusion and hold-up - System design (DD CLC TS 50131-7, 2008)
Setting and unsetting
SPC system is configurable in such a way that the setting is completed by 'Final Exit'".
Itis possible to configure the SPC so that a WD (Warning Device) is activated momentarily on setting.
See the following sections:
o Timerson page 119
« Zone aftributes on page 388
« Outputs on page 155 (Keypad)
« Editing an output on page 231 (Browser)
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Intrusion and confirmed hold-up alarm (BS8243:2010 Designation of hold-up alarm (HUA)
signals for sequential confirmation)

SPC system is configurable in such a way that the following scenarios, when triggered more than two
minutes apart from any hold-up zone or hold-up device (HD), will report a confirmed hold-up alarm
event (HV for SIA and 129 for CID) to the CIE:

« two hold-up zone activations
« ahold-up zone and a panic zone activation

If a hold-up zone and a tamper zone or a panic zone and a tamper zone activation occurs within the
two minute period, this will also send a confirmed hold-up alarm event.

A confirmed hold-up will not require an engineer restore even if engineer restore is enabled. A
confirmed hold-up event is logged in the system log.

3.5.5 Additional commissioning requirements for PD 6662:2010 conformance

Information to be included in the system design proposal and as-fitted document (BS
8243:2010 - Annex F)

« During the installation, configuration and commissioning of an SPC system, the installer must
adhere to the following guidelines as required in the above annex:

« ltis recommended that dual paths are used for signalling which are supported in the SPC
system using GSM, PSTN and Ethernet options.

« The SPC system must be installed and configured to provide an effective confirmation facility.
Any exceptions to this should be outlined in the ‘As Fitted’ document.

« Combinations and sequences which contribute to a confirmed alarm should be clearly notified
to the end user.

« The intrusion confirmation time should be clearly notified to the end user.

« Methods of completion of setting and unsetting methods should be clearly described to the end
user as detailed in this document.

« Ensure written arrangements are supplied to the end user in the event of a lock failure.

(i

Itis recommended that the enclosed PD 6662:2010 label is affixed in an appropriate position on
the inside of the SPC housing beside the product type label.

3.5.6 Additional information

Transmission Network Requirements — Performance, Availability and Security Levels (BS
EN 50136-1-2, 1998 and BS EN 50136-1-5, 2008)

The SPC System has been tested and approved to EN50136-1-1.

SPC levels are classified as follows:

Transmission time D2 as max.
Transmission time, max. values MO — M4
Reporting time T3 as max.
Availability See ATS levels and attenuation specifications on page 392.
Signalling security level Tested to EN50136-1-1 and classified as ‘SO’
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3.6 Compliance with VdS approvals

This installation document encompasses the required product installation information for VdS approvals.
Vanderbilt

SPC42xx/43xx/53xx/63xx : VAS Approval Nr. G 112104, G112124, and G112128. VdS EN Certificates
EN-ST000142, EN-ST000143, EN-ST000055, EN-ST000056, EN-ST000057, EN-ST000058, EN-
ST000061, EN-ST000062.

Siemens

SPC42xx/43xx/53xx/: VdS Approval Nr. G116035. VdS EN Certificates EN-ST000225, EN-ST000226,
EN-ST000227, EN-ST000228, EN-ST000229, EN-ST000230, EN-ST000231, EN-ST000232.

This section describes the compliance of this system with VdS approvals.
Configuring software for VdS compliance
To set the system for VdS compli<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>